Tuning of industrial systems is executed in the initial phase of the system and mainly during the maintenance phase, providing characteristics of the performance of the industrial process during production life cycle. Remote tuning supports several practical applications, such as specialized companies outsourcing services or companies distributed in different areas centralizing optimization. This paper proposes a software tool for remote tuning of open or closed PID control loops in an industrial environment that fulfils the requirements described above, in a single platform. The software tool could be used in control loops tuning in industrial systems, as well as in an academic environment simulating control applications and industrial networks.
INTRODUCTION
Increasing competitiveness in the industrial sector has required continuous improvement in product quality processes, optimizing the production and reducing operational costs. Nowadays, researches like (Avov, 2004) show the potential of the Internet in the industrial environment. However, considering the use of the Internet for control and supervision of industrial processes, it should be noticed that the nature of production and automation systems demands some requirements to be secured, such as managing multiple accesses, ensuring the communication and the control system, setting maximum periods for process data updates and quality of service maintenance (Abdelzaher, 2002) .
Remote access architectures may be implemented at different levels in the control hierarchy: at process level, at supervisory level and at system optimization level (Yang, 2003) . In terms of process, the proposal is to include remote control within the process control loop, according to (Overstreet, 1999) (Yang, 2007) . For this purpose, the conventional discrete control structure should be altered to conform to the Internet's variable (Luo, 2000) , (Yang, 2007) . The concern at the supervisory level is safety and quality of service, discussed in (Kunes, 2001 ). Yang et al. (Yang, 2003) proposes a remote control at supervision level for services that are independent of the Internet delay, which would be restricted to acyclic services such as tuning parameters for PID block and set points.
In the context of SCADA (Supervisory Control and Data Acquisition) systems, the OPC (OLE for process control) technology (OPC Foundation, 2006) combined with Web technologies, as WebServices, is used to draw complex architecture for manufacturing in order to create communication system directly between shop-floor and decentralized supervision systems (Zheng and Nakagawa, 2001 ).
Commercial companies offer today solutions for remote monitoring and tuning of industrial systems. However, these solutions have some limitations, because they may be based on non-standard platforms for the industrial environment and may use common WebServices (Calvo, 2006) (Batur, 2000) (Qin, 2007) .
Torrisi (Torrisi, 2007) proposes a standard OPC communication mechanism based on the Internet, a platform-independent alternative to WebServices. That standard, called CyberOPC, uses "open" security technologies for light software components, therefore providing better performance and increasing guarantees for data security, when compared to other technologies based on WebServices.
This paper proposes an architecture to execute remote tuning of industrial control systems using the Internet, fulfilling acceptable security and performance requirements. In order to validate the architecture, a software application using CyberOPC and called Cybertune will be presented. The validation consists of a model-based identification and tuning using first-order-plus-dead-time systems.
This paper is organized as follows: Section 2 shows the requirements for remote tuning and problems related to supervision and remote control of industrial systems. Section 3 presents the generic architecture of the remote tuning system. Section 4 describes tests and results from remote tuning, and finally section 5 presents the conclusions and indicates future researches.
REMOTE TUNING REQUIREMENTS
In control loop tuning, the system identification phase demands over half of the effort (Yu, 2006) , (Hjalmarsson, 2005) . In order to obtain the model in time domain, the most common way to identify low order systems is identifying the transient response to a process alteration. The transient response is found when stimulating the system using a step-format signal, an impulse or a pseudo-random binary sequence (PRBS) as a system input. Identification is executed by estimating parameters through data collection and expression using ARX (AutoRegressive Exogenous) or ARMAX (AutoRegressive Moving Exogenous) model (Aguirre, 2004) (Ljung, 1999) . Controllers are tuned in three phases, according to model-based techniques: identifying the plant model, tuning based on the identified model, and validating tuning using simulations based on the identified model with the new controller.
An important step in the model-based identification consists of defining the sampling rate, which must be constant and generally in the order of ten times smaller than the time constant of the system (Aguirre, 2004) .
In general, the OPC technology has an update rate defined in seconds for processes with fieldbus technology. This rate reduces our scope to slower systems with time constants and dead time 5 to 10 times of the time of the OPC acquisition, although many industrial systems may fit this scenario, such as temperature control and chemical processes.
Communication Problems related to Remote Control and Monitoring
The Internet and WebServices available nowadays create some obstacles when used in industrial control systems (Abdelzaher, 2002) , (Yang, 2003) , (Torrisi, 2007 ):
• Communication delay of different types, throughout the data source up to the destination nodes.
• Non-determinism of the network due to various routes available on the Internet, where the decision of the best route to be used should be taken for each data packet received.
• Network data should be secured, meeting the following security properties: confidentiality, authentication and integrity of messages.
• Considering the remote control in public networks, OPC solutions based on WebServices are even slower than those based on DCOM(Distributed Component Object Model) (Advosol Inc., 2004) .
GENERIC ARCHITECTURE FOR REMOTE TUNING
The architecture proposed for the remote tuner is based on the interconnection of modules in three different contexts: the industrial plant, the server and the client. It is based on the client-server cooperation model, which consists of different interconnected modules providing process and configuration variables from the industrial plant to the remote client. The proposed architecture is implemented in a generic "open" design and can be used with any commercial software component. The figure below shows the components of the architecture. 
TUNING OF INDUSTRIAL CONTROLLERS OVER PUBLIC IP NETWORKS
Inside the "server" module, indicated in the architecture proposed in Figure 1 , the communication driver is the communication interface between the server and field devices for data acquisition. Being a widely used standard in the industrial environment, OPC was selected for this project to communicate to the fieldbus network.
Moreover, in the server module, the HTTP (Hypertext Transfer Protocol) Server is responsible for processing remote requests from several clients connected to server module. The communication between the remote HTTP server and the clients can use proprietary protocols, WebService and other protocols over HTTP.
The "client" module represents the remote monitoring and tuning unit. The client must be a standard OPC client allowing the communication to a variety of field device networks. The Cybertune prototype for this study used an OPC client architecture for local communication and a CyberOPC client for remote communication.
In order to avoid the non-determinism of the Internet, the strategy used in this work was attaching a timestamp to each sample. This way, the time measured will always be used, thereby obtaining the actual rate for each performed identification. For the remote communication, using CyberOPC ensures that there will be a constant data acquisition on the control side, with packet sequencing, determining the information obtained by the remote client.
CyberOPC is based on open standard technologies. It minimizes software and interfaces layers for a better and faster network use because it is a technology with a simple philosophy dedicated to industrial applications with "soft real time" requirements in IP networks with assured bandwidth. One of the features from this protocol is the use of an internal cache memory, which provides better performance in processing messages.
Server and client roles in the proposed architecture using CyberOPC communication protocol are detailed below.
The CyberOPC Communication System
The most commonly used OPC specification is the OPC Data Access (DA) 2.x and 3. (OPC Foundation, 2008 ) define a WebServices based approach for reading from and writing data to plant floor automation systems. In this approach, all OPC data are formatted in XML blocks and transmitted using simple object access protocol (HTTP-SOAP). The choice to adopt WebServices solves the problems related to binary data blocked at firewalls and promotes software integration manufacturing with WebServices technologies, despite the low quality of service level to address typical timing requirements of real time process control networks.
Step 1 in Figure 2 represents the processing of CyberOPC commands without SOAP preprocessor. Introducing the OPC cache strongly reduces calls to the OPC Client. Tests have reported the reduction of 70% of the Message Broker Time when compared to the time consumed by a Gateway WebServices based. Steps 2, 3 and 4 represent the interaction between the OPC library and the CyberOPC Application Server For HTTP communications, there are two categories of security mechanisms: transport level security and message level security. The transport level security mechanism uses Server Secure Socket (SSL), using digital X.509 certificates (ITU Recommendation, 1997). The CyberOPC communication system replaces the OPC Polling mechanism over SSL.
The Cybertune Structure
The Cybertune prototype consists of four main operational modules: data acquisition, system identification, model transformation and tuning modules. A schematic of the structure is shown in figure 3 . The data acquisition module consists of an OPC or CyberOPC client in accordance with the specifications of the OPC standard (OPC Foundation, 2008) or the specifications in (Torrisi, 2007) . Thus, the component interface has the same data access philosophy, consisting of OPC library records, adding groups and items to the database, and acyclic communication per event, where the client is notified when a new data event is issued by the server.
For the identification module, responsible for determining the system transfer function, the ARX model was used, which provides good results for first and second order linear systems, the most common systems in industrial environments (Yu, 2006) . As this project aims to validate the architecture for online identification and tuning, the Cybertune needs to receive process data and automatically perform the identification.
Assuming that there are communication delays and transmission failures while executing online remote identification, this work proposes the following methodology. First, every sample collected by CyberOPC has a timestamp with the time when the data was acquired by the gateway. In addition, since the ARX model requires continuous sampling and CyberOPC sends data (per event on data change) in an optimized way, it is necessary to rebuild the process signal at a constant sampling rate.
To solve this case, a "pre-identification" module was included, being responsible for receiving queued data from the acquisition module and sending samples to the identification data queue at a constant sampling rate. Interpolation between two sample points used the first order equation. An example of this architecture is shown in figure 4 . After the identification and validation of the ARX model is necessary to transform the ARX model in open loop model to be subsequently applied to the model based methods for tuning. The algorithm used for model transformation module for open and close loop was described in (Fernandes and Brandão, 2008) .
Finally, the tuning module applies the tuning methods to the model obtained before. The Cybertune uses Ziegler Nichols (ZN) and internal model control (IMC) common model-based tuning methods (Ang, 2005) .
TESTS AND RESULTS
Identification tests were performed to validate the proposed architecture simulating first-order-plusdead-time systems using local and remote identification in a corporate network.
Tests were conducted using the FieldBus Plant Simulator (FBSIMU), which simulates industrial plant and fieldbus control logic. .The studies of (Pinotti and Brandão, 2005) showed that FBSIMU has good approach to simulate real system. Simulation tests were performed using three systems with different characteristics: two tests used slower systems (such as an oven or industrial chemical process), and the other test used a fast system (such as a flow control loop). The transfer function of the systems were showed below, where in this paper is called system 1 the equation (1), system 2 the equation (2) and so on. 
To validate the tests, the ITAE performance index and the correlation index (FIT) were used in relation to the actual signal and the identified signal. For a correlation index higher the identification is considered as good (Ljung, 1999) .
Tests Results
For the first test, consider the transfer function (1) of the system 1.
Initially regarding the local identification test, identification is estimated according to approximation using a fourth order ARX model and The graph shown in Figure 6 compares the real system and the system identified locally. The final solution has FIT equals to 98.21%. The same system defined in (1) was used in the remote identification test. As described in the previous test, considering an approximation ARX with a fourth order and sampling rate (To = 2.0 sec), the model is estimated according to the following equation ( 
The graph shown in Figure 7 compares the real system and the system identified remotely. The final solution has FIT equals to 93.65%. Table 1 summarizes the results from the three tested systems. The experimental procedure for systems 2 and 3 are omitted because they are the same as described for system 1. In the tuning phase is used the open loop model obtained from the identification phase. The figure below shows the tuning with common methods ISTE, ITAE and IMC and ZN.
CONCLUSIONS
This paper proposed an architecture to execute remote tuning of industrial control systems using the Internet, fulfilling acceptable security and performance requirements. In order to validate the architecture, a software application using CyberOPC and called Cybertune were presented. The validation consisted of a model-based identification and tuning of three selected first order plus dead time systems once this is a typical class of industrial systems, but the architecture can be extended to other configurations.
The tests and results session of this paper focused on a given first order system with dead time for PID controllers, tests for other two systems were conducted and the results were summarized.
The tests demonstrated that the remote model identification is very close to the local identification and the original system, which validates the architecture for identification and subsequent tuning implemented with model-based methods.
For remote identification, it is necessary to prefilter the signal in order to increase the efficiency of ARX identification.
In future researches, we intend to validate the algorithm in real plant floor systems, through fieldbus system applications.
